Energy Information Administration
Annual Report on Implementation of CIPSEA — 4/30/09

This report is for activity during calendar year 2008.

1) Use of the CIPSEA Confidentiality Pledge. The Energy Information Administration
(EIA) collected information under Title V of the E-Government Act, Confidential
Information Protection and Statistical Efficiency Act of 2002 (CIPSEA) from the
following 12 surveys during 2008.

Office of Oil and Gas
Petroleum Marketing Surveys OMB No: 1905-0174
Form EIA-863, “Petroleum Product Sales Identification Survey’
Form EIA-878, “Motor Gasoline Price Survey”
Form EIA-888, “On-Highway Diesel Fuel Price Survey”
Natural Gas Data Collection Program Package OMB No: 1905-0175
Form ETA-910, “Monthly Natural Gas Marketers Survey”
Form EIA-912, “Weekly Underground Natural Gas Storage Report”
Monthly Natural Gas Production Report OMB No: 1905-0205
Form EIA-914, “Monthly Natural Gas Production Report”

Office of Coal, Nuclear, Electric and Alternative Fuels

Uranium Data Program OMB No: 1905-0160
Form EIA-851Q, “Domestic Uranium Production Report — Quarterly”
Form EIA-851A, “Domestic Uranium Production Report — Annual”
Form EITA-858, “Uranium Marketing Annual Survey”

Office of Energy Markets and End Use
Commercial Buildings Energy Consumption Survey OMB No: 1905-0145
Form EIA-871, “Commercial Buildings Energy Consumption Survey”
Residential Energy Consumption Survey OMB No. 1905-0092
Form EIA-457, “Residential Energy Consumption Survey”
Financial Reporting System OMB No: 1905-0149
Form EIA-28, “Financial Reporting System.”

All respondents to the surveys listed above were notified using the CIPSEA pledge prior
to collecting any information under CIPSEA. The text used by the EIA for the CIPSEA
confidentiality pledge is shown below:

The information you provide will be used for statistical purposes only. In
accordance with the Confidential Information Protection provisions of
Title V, Subtitle A of Public Law 107-347 and other applicable Federal
laws, your responses will be kept confidential and will not be disclosed in
identifiable form to anyone other than employees or agents without your
consent. By law, every EIA employee, as well as every agent, is subject to




a jail term, a fine of up to $250,000, or both if he or she discloses ANY
identifiable information about you.

The EIA uses a shorter version of the CIPSEA confidentiality pledge shown below for
two weekly telephone surveys: Form EIA-878, “Motor Gasoline Price Survey;” and Form
EIA-888, “On-Highway Diesel Fuel Price Survey”

The information you provide will be used for statistical purposes only. In
accordance with the Confidential Information Protection provisions in
Public Law 107-347, your responses will be kept confidential and will not
be disclosed in identifiable form. By law, everyone working on this EIA
survey is subject to a jail term, a fine, or both if he or she discloses ANY
information that could identify any confidential survey response.

2) Compliance with the CIPSEA Implementation Guidance. The EIA complied with
the procedures in OMB’s Implementation Guidance for CIPSEA dated June 15, 2007, in
applying appropriate administrative and technical safeguards to ensure that the
confidentiality of the information reported on these surveys was protected from any
unauthorized disclosures. The EIA maintains a written record of each person that
receives CIPSEA training and who is authorized to access confidential information.

Each person is required to certify their understanding of the confidentiality requirements
under CIPSEA upon completion of the training. Only authorized persons who have
completed CIPSEA training are permitted access to confidential information stored in
information systems. All employees are certified annually. Disclosure limitation
procedures are applied to the aggregated information prior to dissemination to ensure that
confidential information is not disclosed. CIPSEA information are encrypted using
Secured Socket Layer software prior to transmitting data between the EIA and its
contractor agents on secure FTP sites. Encryption is also required for protecting CIPSEA
mnformation on all portable/mobile devices and any removable media. No off-site
facilities were inspected during 2008. All contracts and agreements included the
appropriate provisions for protecting the confidentiality of the information. The relevant
provisions that the EIA uses in its procurement contracts with contractors that access
CIPSEA information is shown in Attachment A. A sample agreement that the EIA uses
for designating an agent to access CIPSEA information is shown in Attachment B.

3) Use of Agents Provisions in CIPSEA. The EIA designated 352 contractor employees
as agents of the agency in 2008. The contractor employees performed various statistical
activities categorized as follows: 288 persons provided data collection or management
services; 58 persons provided data processing, analysis, or design/planning services; and
3) 6 persons provided Information Technology support.

The EIA shared CIPSEA survey information with three (3) federal agencies and
designated a total of five (5) federal employees as agents in 2008. The EIA designated
one (1) researcher as an agent for accessing CIPSEA information in 2008. The
researcher accessed the information on-site at agency headquarters.
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Howard Gruenspecht

Acting Admlnlstrator

Energy Information Administration
U.S. Department of Energy
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H.12 Cenfidentiality OFf Information (APR 1984)

la} Te the oxwent that the work under this contract reguires that the
CTontrastor ke given access o confidential or  propristary  business,
techaizal, or financial informaticn belonging to the Gevernment or other
eompanies, the Coatractor shall, after receipt cheresf, <freat such
informatien A& confidential and zgrew not to sppropriate such Informstion to
its own use or <o disclose such information to third parties unless
specifically auc&orizec by the Centyscting ULficer in writing., The furegoing
ebligazions, however, shall nob apply zo:

(1} Information whizh, at the time of receipt by the Contractor,
is in the public domain;

{2} lpnformation which is published after yecsipt therest by the
Tontracter or otheswise becomes paryt of the public domain throuch no fiult of
the Tontragtoz;

{33 Infurnation wWnioh the Uoniractor gan damonstrate was in his
possesyion at the time of recgeipt theresf and weés not asguired directly or
indivecrly trom the Govermnnent or othar gomparies;

id} {nformation whash the Contractor can  demonstraete was
from a third party who did net reguire the Contractor o hold

k) The Contracter shall obtain the wriiten agreswent, ir a form
satisfactory To the Jpntractaing Plficer, of each enploves permitted access,
oyee agrees that hg will neot discuss, divalge or disclose any

1 ws deta LG ARY purson Y entity GRCept those persons within
& crganizekion directiy concerned with the performance of the

whareby tha emol

b & a3
IUCH LOTOTrTmaLIoy
the Conirastar’

CONLIECT,

{e: The Coniractor agreas, :f resuested by the Government, to 3ign an
soreemmant  identical, in ail material respeets, to the provisions of this
clauses, wizh eagn company suprlying inifprmation to the Jontracter under this

contract, and to supply a copy of such agreement to the Jontracting Offlcer.
Vran time to time apon reauest of the Conirzcting Officer, the Contractor
Governmeni with repeyts itemizing information reasived as
i p oprietary and secting forth the company or zompanies from
eatractor geceived such irformation. !

The Ceniracttor agress ther ppon zegquest by DO0E it will ewecute a
1 ved aoreement wivrh any pariy whoss tacllities or preprietary data it
is given ancess 16 or iz furnished, resrricring use and disclosure of the
data or the Iiaformaticn obtained from the fscilities.  Upon raquest hy UOE,
auan an 2gresmant shall also ke signsd by Contractor perscingl. '

iz clause shall ZLow down to all suboonizucks.

.

H.13 Energy Information Administration (EIA) Dats (JAN 1980) Reviseed

{a) Government Furnishcd Computer Support. EIA will furnish available
zomguter -ezpurces required for perfarmange of this contract for personnel
saigned to perform work abt a DOE faciiity such as the Forrestel building.
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For off-gite performance, EIA will furnish zemote high speed compuber access
te the Coatragtor’s laN, if it complics wilth paragraphs (b fhrough (h)

oelaw.

{b] Contracter Furnished Compuker Suppoert. The contractor cshail supply all
negessary computer resgurces for off-site contract performance unless the
unigueness of work requires the Governwent to provide GFE for the off-zite
performance. Any contractoer tarminal equipment utilized in  support  of
approved access {(on-size and/or off-szite} to the EIA computer Lacility must
be technicaliy compatible with rhe EIR computer system and desktop skandsxda.

#) EIA Data Rights. The Gowvarament shall have ownersnip rights in all dzza
reduzed in the performance of the contract which uses, jncorporates or is
askd on BIA furnished data and iz all programs ang data prodoced in the
erformanse of this contract., when specified by the Contracting COfficer or
n eny svant upen termination of the contract, all such programs and data
shall Be delivered to EIR in machinge readable form and made operational for
use av the SIA computey facility.

[ R v .

id} Resztrigtions On Use of EIA Data. The Contrantor acknowledges ckar data
furpished %9 it by EIA may centain informatiorn which must be peid in
confidenge. Aceceozdingly, . the Cgntractor agrees to ratawn such datz in i
confidencn and nor to use any EIA furnished dasa sxcept in the performance of ‘
this zoniranr. Fuxthe:, the Lontractor s$hall net duplicate or disclose any
EIA Fuvnisted datz or dale in which the Government has ownership rights under i
contrast hltnour the pricor written 4gdthorizatien of the Confiraciing
Offizer. The Contractor agrees 4o msintain such dats in accordancs with this
zlause and the clause "Confidentiality of Informatv.on” 1f inciuged in this

Fhiam

CEnLIany
() Standards and Dogumentation. The Contractor shall comply with all
standards  contained din  the Ensray Infcrmatien Admindstravion Standards

Marsal, ang oF imposed by the Cuntracting Officer's HRepresentative (COR)
reqarding the deaign and implementation of data systems. Bll data systems
developad by the Contractor mus:t be documented in confogmsnce with guidelines
aat farth in Federal Informatien Processing Standard (FI1PS) Publicatioca 38,
Gurdelings for Documentatian of Computer Programg and Automated Uats Systens,
The Divesicz, InLermatish Technolegy Group {(ITG) is the zogrce ¢f infcrmation
er DlA ADP mrandards and relstad computer activitics.

Paca Validation. Purspant  to  Bectiorn 54 of the Federal Energy
allien Act of 1974, ang Zecticn 1i¢(b}{2} o©f the Energy Supply and
¥ Coordination Act, of 1974, ke  Energy information
Admand ) is authorized o sudit the validity of energy informatien.
T.g;&fora, the Government cesserves the Cight toe gonduct feollow-up inquiries,

investigations, andfer audits as necessary to estabhlish tha meaningfulness,
accuLacy, rz.lapiilty, and precision of any data pr models used Lh and/or
ganevauod unce: this dentrast., Upon reguest by che Contracting Qificer, the
fonstractor skall azsist with suchk inmquivies, inpveatigations, and/or audits by
Tin bkotn of the resulting products and of tne noethodology used to arrive at
“hose producls

{1t Contragtor Security Reguirements. The Contracter shall aestablish
admi:is-ra ive, techinical and physical Security measures to protect EIA
furnished dava marked as  “0fficial Use OnlyY daza from unaubhorized
disclosure ofF 28, and to prevent unautborized access to the EIA computaer
system  ri2  the  Juatrastoer's  lerminals. failure to adepuatzly protegt

23
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“Official fse Only? data £rom unautiorized digclosure or adisuses, OF ILailure
to prevent unauthorized ageess vg, or misuse of, the BIA computer system from
a Contractor ownad or operated terminal may resoult i a ternication of the
contract fopr defawlit, EIA r-eseuves the right Lo inspect the Corntractor's
physival wsecurity measures, stozage metheds, dsta hamdiing proceduzrass and
other security safeguards to determine the security postures of  the
Contractor's facility,

th) Specific Contraartor Security Reguirsments For the Protsctisn of “OfZicial
Ugae Oply” (OUQ) Data. The specifis segurity requirements for The proteciion
of datas are;

{1} The Contractor ftacility must b2 located in a bullding which

has a Z4-hoaur gquard foree or other adeguate ghysical security msasurss to
limiv access to apthorized personnel only.

{2 Physical acgess to Contractor office arzas cOntaining B0
data must be restricted cte asuthorized personnel eoaly. Qffice arces must be
equipped with appropriate lockifg davises, and must be secured during non-
werk hours.

{3} Storage of OUO data - “OIficial Use Only” data, when oot in
aniual uge, must ba stored by one ¢t the follewing methods:

(L} It a lockad, bar securiry container;

i£i} In a locked roum over which a2 sacurity guard maintains
periodic surveillance durling non=work hours.

143 Destruction of U0 dats - “Qfficisl Use Only” Information
mest pe dispoased of in 2 secure mannar s0 ag wo precluds 115 reconstruction,
sred destrvetion methods iaclude:

Az
(T) Burning:
{11y Dulping;
(iiit Dasintegrating:
(iv)  Shredding; and
v Chemical dispesition.

t5) Under no ¢ircumstances shall “Official Hge Inly” material be
crspozed of in an unapproved secugily Cispossl,

{6y Transmiszion of “0fficial Use Only” Information -~ 0OODC
Informacion may he gsent from the Contragier facility by:

1) Special masssnger or cowrier awvtherized by EIR Lo

nand.e OUC marerial:
{11} Renulax U 8. mail, or commercial serviaes:

{ixi! Teleprocessing lines; or

{iv)  Rughorvived Ceoniracter pericnnal.
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{7} QU0 material sent py the Contractor will be sacurad in such =
4ay s as Lo preclude disclosures dering transit. OUC material must he
transmitred under cover of a protective gover sheet marked with the legend

“Qfficlal Use Only™
(3: Marking nrequirements for QUD data

(I} Reports containing “0fficial Use Only” dara shall be
marked with the legend "Officiul Osze Only”™ on the [ront cover, and on each
internal page of the documeﬁu, in beold, conspigusus lotbters. ALl 000 repores
gererated by the computer system will have the required markings
agtomaiically printed on the dooument.

{ii} Any machine readable medinm {e.g, magnaiic tape reels,
card deceks, etoc.) whizh containg “0fflcial Use Only™ information will bear 2
clear external marking designating the conventy “QLffigial Use Qnly.”

{%) Release of “Official Use Only” data ~ All requestbs recejved
By the fentracher for Official Use Only date will be referrved to EIA for

achlon.
{1¢) spacific Centractor Computer Security Reguiremants gre:

(I} Teraminzls used to agccess the EBIA computer system will
e lozaved in logked office areas, and physical aczass limited ho autlorized
individeals onliy.

{41} Telephone numbscs of the RIA compurer s
s, leg=on keywords, and data set passwords will hbe s

ysh m, ecurity
I3 afe
o wose or disclosurs,

igantfior aguarded from
z

unauthersl

tiid)  Only those Contrector personnel who have Deen
ke COR ang thae EIA RDP Services Snelf may a¢cess the
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1
[
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{iv; Tontractey persoannel wWill acoess oaly those data sets
whinh havs been approved by the BIA Preject Ofiicer.

{vi The COR will ¢ notified immediately should ary
CLIACLOT paysonnel pnegessing current log-cn keywards leave the prejecy.

(vil ALY Cuntrastor personnel asmessing the SIA BAOP system
misy b3 familiar with the ZIA Security Directive, and with EIA computer
systom  ssourity pelicy and procedures publiished by the EIR's Infermaticn

Tashnoloiy Group.

{wii: The CTontragtor agrees to sppoint an individual as the
Costraztor Jomguter Security Cfficnr, whe will be responsible far 2nsuring
that TIA SecuriTy policy and procedures are complied with.

H.14 Subcontracts (Tuly 2002}

ier to the placerment ol suboontracig and in accordance with =he slause,
ontragts Under Cost-Reimbursement and Levner Sontracts," the Cortractor
nsy

re that:

L)
&1




ATTACHMENT B
EIA 2008 ANNUAL CIPSEA REPORT

CIPSEA INFORMATION ACCESS AGREEMENT BETWEEN
ENERGY INFORMATION ADMINISTRATION

and
[NAME OF AGENT ORGANIZATION}

BACKGROUND

The Energy Information Administration (EIA) was created by Congress in 1977 as the
statistical agency of the U.S. Department of Energy (DOE). EIA’s mission is to provide
policy-independent data, forecasts, and analyses to promote sound policy making,
efficient markets, and public understanding regarding energy and its interaction with the
economy and the environment. To achieve this mission and to serve both public and
private interests, it is imperative that energy companies trust that any information
submitted to EIA will be appropriately handied and used.

The survey information covered under this Agreement is collected by EIA under the
authorities of the Federal Energy Administration Act of 1974 (Pub. L. No. 93-275, 15
U.S.C. 761 et seq.), the DOE Organization Act (Pub. L. No. 95-91, 42 U.S.C. 7101 et
seq.) and the Confidential Information Protection and Statistical Efficiency Act of 2002
(CIPSEA), Title V of the E-Government Act of 2002 (Public Law 107-347). Improper
handling and/or use of EIA’s statistical survey information could seriously compromise
the Federal government’s on-going capability to collect, analyze, and disseminate energy
information. In addition, a violation of confidentiality promises made to survey
respondents could seriously undermine companies’ willingness to participate in future
EIA statistical surveys. Significant nonresponse could cause information quality
problems that would result in discontinuing affected statistical time series.

[Background paragraph about agent describing who they are, entity type, organizational
purpose, and reference any experience or relationship working on energy issues)

CONDITIONS FOR ACCESS

This Agreement provides for the disclosure by the EIA of individually-identifiable survey
information submitted to the EIA as confidential and for exclusively statistical purposes
in accordance with CIPSEA to the [agent name]. Upon execution of this Agreement, the
EIA shall transmit confidential respondent-level information originating to the {agent
name]. This Agreement shall apply only to the information provided by EIA to [agent
name] and shall not apply to information acquired by [agent name] from other sources.

The [AGENT NAME)] shall abide by the following conditions while utilizing information
provided under this Agreement:

1. Survey Information To Be Accessed: [Describe the specific confidential information




that will be provided by EIA to the agent. ]

. Legal Authority For Collection Of Survey Information: EIA’s survey information is
collected under the authorities of the Federal Energy Administration Act of 1974
(Pub. L. No. 93-275, 15 U.8.C. 76! et seq.) and the DOE Organization Act (Pub. L.
No. 95-91, 42 U.S.C. 7101 et seq.).

Legal Authority For EIA To Provide Access To This Survey Information: Section
512 of the Confidential Information Protection and Statistical Efficiency Act of 2002
(CIPSEA), Title V of the E-Government Act of 2002 (Public Law 107-347).

. Purpose Of Access: [Provide a clear and detailed description of the agent’s purpose
for accessing the information.]

. Uses: [Describe how the information will be used by the agent and state explicitly
that the information shall only be used for exclusively statistical purposes.]

. Funding: [Discuss if there is any external funding of the requesting agency’s work in
comjunction with the Agreement].

. Dissemination Plans: [Describe the agent’s plan for disseminating information based
on the survey information, any products planned for public dissemination, and how
the agent will ensure confidentiality is protected.] The [agent name] shall consult
with and obtain the concurrence of EIA before publishing or disseminating any
aggregations based on the information provided to help ensure that any published
aggregation is in a form that precludes the identification of any respondent.

"8. Access: [Describe the types of persons working for the agent who will have access to

the information.] The [agent name] shall do the following prior to providing access
to an individual:

a. Provide EIA with the name of each person who will have access to the
information provided under this agreement. The [agent name] shall update the
list as persons no longer need access (e.g., no longer employed by the agent)
or as new persons (e.g., new hires) require access within thirty (30) days of
the change in status. The [agent name] shall include appropriate cyber
security safeguards and data confidentiality protections in their procurement
contracts with any contractor for [agent name] to safeguard and protect the
CIPSEA information in its possession from any unauthorized disclosure.

b. Train each person who will have access is trained, using EIA’s online
CIPSEA training modules available at
hitp://tonto.eia.doe.gov/smo/cipsea/cipsea prelim. htmf on the appropriate
handling and use of confidential information and provide confirmation to EIA
that all persons who will be granted access have been trained.

c. Inform each person of the existence of this Agreement and of the penalties for
violating the Agreement and CIPSEA as stated in Paragraph 11.

d. Require each person to sign a sworn Affidavit of Non-disclosure and provide




9.

10.

1.

12.

13.

EIA with a copy of each signed form.

Security: [Discuss the security plan (information systems and physical security) for
protecting the information. }

a. The [AGENT NAME] shall allow EIA to carry out an unannounced physical
and/or information technology security inspection of the agent’s workplace,
physical security measures, storage methods, data handling procedures and
other security safeguards to determine their adequacy.

b. The [AGENT NAME] shall provide adequate physical and administrative
safeguards to protect the information transmitted under this Agreement from
inappropriate use or inadvertent disclosure during both working and non-
working hours. Appropriate cyber security software and safeguards will be
applied to any computer equipment where the information may be accessed.
In the event, any information is stored on a laptop computer, [agent name]
will use encryption sofiware that requires authentication through a passwords
a minimum level of data security. Failure to adequately protect the
confidential information from misuse or unauthorized disclosure, or failure to
prevent unauthorized access to [AGENT NAME’s] computer system, may -
result in a termination of this Agreement for default.

¢. The [AGENT NAME] shall describe the procedures regarding the return or
secure destruction of information when access is no longer necessary.

Timeframe For Access: [Discuss when the survey information is needed as well as
when the project will be completed and how the survey information will be securely
disposed of or returned to EIA].

Penalties For Violating CIPSEA: The [AGENT NAME]] and any authorized person
allowed to access the information shall be fully aware that wiliful disclosure of
information provided under this Agreement in any manner to a person or agency not
entitled to receive it, shall be subject to prosecution for a class E felony and
imprisoned for not more than 5 years, or fined not more than $250,000, or both as set
forth in CIPSEA Section 513. EIA reserves the right to terminate this agreement for
any negligent act or omission by [agent name] that results in an unauthorized
disclosure of confidential information to an unauthorized person.

Changes: The [agent name] shall notify EIA when it:
a. No longer needs the information;
b. Proposes a change in the site where the information will be accessed (EIA
approval must be obtained before the information is moved to a new site); and/or
c. Proposes a change in the purpose/use of the information (EIA approval required
before information is used for a purpose not specified in this Agreement).

Requests For Information: In response to a request for the information from any
party not subject to this Agreement, the [AGENT NAME] shall refer the requestor to
the EIA and their request to the EIA for response. The [AGENT NAME] shall advise




14.

15.

16.

17.

18.

19.

20.

the requestor that the information was obtained by the EJA from respondents as
confidential and for exclusively statistical purposes under CIPSEA.

Freedom Of Information Act (FOIA): The [agent name] shall not release any
information in response to a request made under the FOIA for this information.). A
release under FOIA is defined as a “nonstatistical purpose” (CIPSEA Section 502(5))
and thus is prohibited by CIPSEA (Section 512} and subject to CIPSEA’s fines and
penalties (section 513). Any request under FOIA shall be referred to EIA.

Return/Disposal Of Information: The [AGENT NAME)] shall return to EIA or
securely dispose of all copies of the information obtained through this Agreement
upon completion of the work for which the information will be used, but no later than
three (3) years from the effective date of this agreement.

EIA Right Of Approval For Persons Granted Access: EIA has the right of approval
on each individual working for [agent name} who shall be allowed access to the
information covered under this Agreement. No person shall be granted access until
written approval is received from EIA.

EIA Right To Deny Individuals Access: EIA has the right to direct the [agent name]
to deny access to certain individuals working for the [agent name] if EIA determines
that such action is in the best interest of EIA. If the agent will not comply with such
direction, the [agent name] shall immediately discontinue the use of any informatton
provided under this Agreement and return the information to EIA.

Termination: This Agreement may be terminated by either party with written
notification to the other party. Upon termination, all information provided under this
Agreement shall be securely returned to EIA by the [AGENT NAME)] or, all copies
of the information shall be disposed of in a secure manner so as to preclude its
reconstruction, and [AGENT NAME] shall make no further use of the information.

Contact Persons: The contact persons for this Agreement are:
a. EIA — [name, phone number, and e-mail address]
b. [Agent name] - [name, phone number, and e-mail address]

Effective and Expiration Dates: This Agreement shall become effective upon
signatures of both parties and expire upon return of the information, but no later than
[date].

[Title] (Date)

[Title — person must be at a level equal to or higher than the EIA Administrator; e.g.,
Assistant Secretary of a Federal agency; head of a State or local government agency;
president of a private company; dean at a university)

[Name of Agent Organization]




[NAME] _ : (Date)
Administrator
Energy Information Administration



Exhibit A - Affidavit of Nondisclosure

(Name)

(Job Title)

{Email address) (Telephone number)

{Organization or government agency/Contractor)

(Address of organization or government agency/Contractor)

1, , do solemnly swear (or affirm) that when
given access to Energy Information Administration {EIA) survey information collected
under the Confidential Information Protection and Statistical Efficiency Act (CIPSEA), [
will not:

(1) Use or disclose any individually identifiable confidential information furnished,
acquired, retrieved or assembled by me or others for any purpose other than the statistical
purposes specified in the CIPSEA Information Agreement, project or contract;

(2) Remove any individually identifiable confidential information from the secure
physical facility in which I am employed; _

(3) Store or possess any individually identifiable confidential information at my
residence;

(4) Make any disclosure or publication whereby a sample unit or survey respondent
could be identified or the information furnished by or related to any particular survey
respondent could be identified, '

(5) Permit anyone other than the individuals authorized by EIA to examine the individual
reports prior to the public release of the report; or

(6) Remove any confidential information from the approved physical facility where the
confidential information are stored without prior written approval by EIA.

(Signature)

City/County of
Commonwealth/State of

Before me, the undersigned notary public, personally appeared

whose name is signed to the foregoing affidavit, and after being first duly swormn under
oath by me, declared to me and in my presence that he/she willingly signed and executed
it as their free and voluntary act for the purposes therein expressed. Subscribed, swom
and acknowledged before me on this ___th day of 20

Witness my hand and official Seal.

Notary Public




My commission expires

(SEAL)




